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Who we are 

Policy:	  	  
Asser%on	  or	  assurance	  that	  is	  enforced	  about	  a	  collec%on	  or	  a	  
dataset	  
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Computer actionable policies  
§  Enforce management,  
§  Automate administrative tasks,  
§  Validate assessment criteria, 
§  Automate scientific analyses  
§  etc. 

 

A generic set of policies that can be revised and adapted 
by user communities and site managers does not exist. 
§  Domain scientists who want to build-up a collection or 

a repository 
§  Data centers for automating policies 

Problem 
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Identification of 11 important policy areas: 

§  Contextual metadata extraction  
§  Data access control 
§  Data backup 
§  Data format control 
§  Data retention 
§  Disposition 
§  Integrity (including replication) 
§  Notification 
§  Restricted searching 
§  Storage cost reports 
§  Use agreements 

  

Results 



WG Practical Policies  5 

 
 
 
 
https://www.rd-alliance.org/filedepot?cid=104&fid=556  

Templates 
§  Interactions of policies and DO attributes 
§  Policy descriptions 
§  Technology independent 
§  Reviews of the provided policy areas in progress 

Results 
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https://www.rd-alliance.org/filedepot?cid=104&fid=553  
 
§  Examples for implementations: 

§  English language descriptions 
§  iRODS 
§  GPFS 

§  ~50 pages 

Results 
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Concept Graph by Reagan Moore	  
Collec%on	  Purpose	   Defines 

Defines 

Property	  

Consistency	  

HasFeature 

Integrity	  

Isa 
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Concept Graph by Reagan Moore	  
Collec%on	  Purpose	   Defines 

Defines 

Policy	  Property	   Defines Procedure	  Controls Updates 
Persistent	  	  
State	  

Informa%on	  

Consistency	  

HasFeature 

Integrity	  

Isa 

Workflow	  

Isa 

Func%on	  

Chains 

SysChksumDataObj	  

Isa 

Has 

Checksum	  
Policy	  

Isa 
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Collec%on	  Purpose	  

Completeness	  

Correctness	  

Consensus	  

Defines 

Consistency	  

ACribute	  

HasFeature 

HasFeature 

HasFeature 

Has 

Defines 

Policy	  

Has 

Property	   Defines Procedure	  Controls Updates 

Client	  
Ac%on	  

Periodic	  
Assessment	  
Criteria	  
Policy	  

Policy	  
Enforcement	  

Point	  

Workflow	  

Invokes 

Has 
SubType Isa 

Func%on	  

Chains 

Opera%on	  

Isa 

Persistent	  	  
State	  

Informa%on	  

Isa 

Digital	  
Object	  

Updates 

Has 

Has 

Replica%on	  
Policy	  

Checksum	  
Policy	  

Quota	  
Policy	  

Data	  Type	  
Policy	  

Isa 

Isa 
Integrity	  

Isa 

Authen%city	  
Isa 

Access	  
control	  

Isa 

GetUserACL	  

SetDataType	  

SetQuota	  

DataObjRepl	  

SysChksumDataObj	  

Isa 

Isa 

Isa 

Isa 

Isa 

DATA_ID	   DATA_REPL_NUM	   DATA_CHECKSUM	  

Isa Isa Isa 
Isa 

Isa 

HasFeature 

Concept Graph by Reagan Moore	  
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Scenarios: 

§  Verification of integrity on ingestion through validation of 
a checksum 

§  Replication of the file across multiple storage locations 
to ensure the ability to replace a corrupted file. 

§  Periodic verification that the files are not corrupted, that 
the required number of replicas exist, and that the 
replicas are correctly distributed. 

Example: Integrity policy   
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Implementation: iRODS 



WG Practical Policies  13 Page 3��Z�E�/ͬŝZK�^��ŽŶƐŽƌƟƵŵ�tŚŝƚĞ�WĂƉĞƌ�

/ŶĨŽƌŵĂƟŽŶ�dĞĐŚŶŽůŽŐǇ�;/dͿ�ƐƚĂī�ŝŶǀĞƐƟŐĂƚĞĚ�ďƵƚ�ĐŽŶͲ
ĐůƵĚĞĚ�ƚŚĂƚ�ƚŚĞǇ�ĐŽƵůĚ�ŶŽƚ�ƌĞĐŽǀĞƌ�ƚŚĞ�ĚĂƚĂ͘�dŚĞǇ�ĂůƐŽ�
ŝŶĨŽƌŵĞĚ�Dƌ͘ ��ŽĞ�ƚŚĂƚ�ƚŚĞ�ĚĂƚĂ�ǁĞƌĞ�ŶŽƚ�ƌĞƉůŝĐĂƚĞĚ�ŝŶ�
Ă�ƐĞĐŽŶĚĂƌǇ�ĚĂƚĂďĂƐĞ�Žƌ�Ăƚ�ĐĞŶƚĞƌ�ƐŝƚĞƐ͕�ǁŚŝĐŚ�ŵĞĂŶƚ�
ƚŚĂƚ�ƚŚĞ�ĚĂƚĂ�ǁĞƌĞ�ŶŽ�ůŽŶŐĞƌ�ďĞŝŶŐ�ƉƵůůĞĚ�ĨƌŽŵ�ƐŝƚĞƐ�
Žƌ�ĂĐĐĞƐƐŝďůĞ�ƚŽ�ƚŚĞ�ĐůŝĞŶƚ͕�ůĞĂǀŝŶŐ�ƚŚĞ�ƚƌŝĂů�ĞƐƐĞŶƟĂůůǇ�
ƐƵƐƉĞŶĚĞĚ͘��ƚ�ƚŚŝƐ�ƉŽŝŶƚ͕�Dƌ͘ ��ŽĞ�ǁĂƐ�ƵƉƐĞƚ�ďƵƚ�ŶŽƚ�
ƚĞƌƌŝďůǇ�ĐŽŶĐĞƌŶĞĚ͖�ĂŌĞƌ�Ăůů͕�ŚĞ�ŬŶĞǁ�ƚŚĂƚ�ŚŝƐ�/d�ƐƚĂī�
ďĂĐŬĞĚ�ƵƉ�ĐŽŵƉĂŶǇ�ĚĂƚĂ�ŶŝŐŚƚůǇ�ƵƐŝŶŐ�Ă�ƐĞĐƵƌĞ�ĚĂͲ
ƚĂďĂƐĞ͘�,ŝƐ�/d�ƐƚĂī�ƌĞŵŝŶĚĞĚ�Śŝŵ͕�ŚŽǁĞǀĞƌ͕ �ƚŚĂƚ�ƚŚĞ�
ĐŽŵƉĂŶǇ Ɛ͛�ĂĚŵŝŶŝƐƚƌĂƟŽŶ͕�ŝŶ�ĂŶ�ĞīŽƌƚ�ƚŽ�ĐŽŶƐƚƌĂŝŶ�
ĐŽƐƚƐ�ĂŶĚ�ƌĞĚƵĐĞ�ďĂĐŬͲƵƉ�ƟŵĞ͕�ŚĂĚ�ĚĞĐŝĚĞĚ�ŶŽƚ�ƚŽ�
ďĂĐŬͲƵƉ�ƚŚĞ�ƌĂǁ�ĚĂƚĂ�ĮůĞƐ͕�ũƵƐƚ�ƚŚĞ�ƉƌŽĐĞƐƐĞĚ�ĚĂƚĂ�
ĮůĞƐ͘�

dŚĞ�ƌĂǁ�ĚĂƚĂ�ĮůĞƐ�ĨƌŽŵ�ƚŚĞ�ĮƌƐƚ�ĮǀĞ�ǇĞĂƌƐ�ŽĨ�ƚŚĞ�
ϭϬͲǇĞĂƌ�ƉĞƌŝŽĚ�ŝŶ�ƋƵĞƐƟŽŶ�ǁĞƌĞ�ĂƌĐŚŝǀĞĚ�ƵƐŝŶŐ�ƚĂƉĞ�
ĚƌŝǀĞƐ͕�ďƵƚ�ƚŚĞ�ĐŽŵƉĂŶǇ�ƐƚŽƉƉĞĚ�ĂƌĐŚŝǀŝŶŐ�ĚĂƚĂ�
ďĞĐĂƵƐĞ�ƚŚĞ�ƐǇƐƚĞŵ�ǁĂƐ�ŶŽƚ�ĂƵƚŽŵĂƚĞĚ�ĂŶĚ�ƚŚĞ�/d�
ƐƚĂī�ŵĞŵďĞƌ�ǁŚŽ�ǁĂƐ�ƌĞƐƉŽŶƐŝďůĞ�ĨŽƌ�ĂƌĐŚŝǀŝŶŐ�ůĞŌ�
ƚŚĞ�ĐŽŵƉĂŶǇ�ƚŽ�ƉƵƌƐƵĞ�Ă�ŶĞǁ�ŽƉƉŽƌƚƵŶŝƚǇ͘�/Ŷ�ĂĚĚŝͲ
ƟŽŶ͕�ƚŚĞ�ƐǇƐƚĞŵ�ƵƐĞĚ�ƚŽ�ƌĞĂĚ�ƚŚĞ�ƚĂƉĞ�ĚƌŝǀĞƐ�ǁĂƐ�ĂŶ�
ŽůĚĞƌ͕ �ůĞŐĂĐǇ�ƐǇƐƚĞŵ�ƚŚĂƚ�ǁĂƐ�ŶŽ�ůŽŶŐĞƌ�ŝŶ�ŐĞŶĞƌĂů�ƵƐĞ͕�
ĂŶĚ�ĞǀĞŶ�ŝĨ�ĐƵƌƌĞŶƚ�/d�ƐƚĂī�ĐŽƵůĚ�ĮŶĚ�Ă�ƌĞƉůĂĐĞŵĞŶƚ�

ƐǇƐƚĞŵ͕�ŝŶƐƵĸĐŝĞŶƚ�ŵĞƚĂĚĂƚĂ�ĞǆŝƐƚĞĚ�ŽŶ�ƚŚĞ�ĚĂƚĂ�ĂŶĚ�
ƐŽŌǁĂƌĞ�ƚŽ�ŝŶƚĞƌƉƌĞƚ�ƚŚĞ�ĚĂƚĂ�ĂŶĚ�ǀĞƌŝĨǇ�ĚĂƚĂ�ƋƵĂůŝƚǇ͘�
dŽ�ŵĂŬĞ�ŵĂƩĞƌƐ�ǁŽƌƐĞ͕�ƚŚĞǇ�ĚŝƐĐŽǀĞƌĞĚ�ƚŚĂƚ�Ă�ĨĞǁ�
ŽĨ�ƚŚĞ�ĂƌĐŚŝǀĞĚ�ƚĂƉĞ�ĚƌŝǀĞƐ�ǁĞƌĞ�ŵŝƐƐŝŶŐ͕�ĂŶĚ�ƚŚĞǇ�
ĨĞĂƌĞĚ�ƚŚĂƚ�ƚŚĞ�ƚĂƉĞƐ�ǁĞƌĞ�ůĞĂŬĞĚ�ƚŽ�ƚŚĞ�ĨŽƌŵĞƌ�/d�ƐƚĂī�
ŵĞŵďĞƌ Ɛ͛�ŶĞǁ�ĞŵƉůŽǇĞƌ͕ �Ă�ĐŽŵƉĞƟƚŽƌ�ĂŶĚ�ƵŶĂƵƚŚŽƌͲ
ŝǌĞĚ�ƵƐĞƌ͘

Dƌ͘ ��ŽĞ�ǁĂƐ�ĨŽƌĐĞĚ�ƚŽ�ƌĞǀĞĂů�ŚŝƐ�ĐŽŵƉĂŶǇ Ɛ͛�ĚĂƚĂ�ŵĂŶͲ
ĂŐĞŵĞŶƚ�ƉƌŽďůĞŵ�ƚŽ�ƚŚĞ�ĐůŝĞŶƚ��ZK�ĂŶĚ�ƚŚĞ�ůĂƌŐĞ�ƉŚĂƌͲ
ŵĂĐĞƵƟĐĂů�ĨƵŶĚĞƌ͘ �dŚĞ�ĂĚŵŝŶŝƐƚƌĂƟŽŶ�Ăƚ�ƚŚĞ�ƉŚĂƌŵĂͲ
ĐĞƵƟĐĂů�ĐŽŵƉĂŶǇ�ǁĂƐ͕�ĨŽƌ�ŽďǀŝŽƵƐ�ƌĞĂƐŽŶƐ͕�ŽƵƚƌĂŐĞĚ͘�
�ŌĞƌ�Ăůů͕�ƚŚĞǇ�ůŽƐƚ�ŵŝůůŝŽŶƐ�ŽĨ�ĚŽůůĂƌƐ�ĂŶĚ�ŵĂŶǇ�ǇĞĂƌƐ͛�
ƟŵĞ�ĐŽůůĞĐƟŶŐ�ĚĂƚĂ�ƚŚĂƚ�ǁĞƌĞ�ŶŽǁ�ůŽƐƚ�ĨŽƌĞǀĞƌ͘ �dŚĞǇ�
ĨĞĂƌĞĚ�ƚŚĂƚ�ƚŚĞ�ƉƌŽĐĞƐƐĞĚ�ĚĂƚĂ�ƚŚĂƚ�ǁĞƌĞ�ƐƟůů�ĂǀĂŝůͲ
ĂďůĞ�ǁŽƵůĚ�ŶŽƚ�ďĞ�ƐƵĸĐŝĞŶƚ�ƚŽ�ĐƌĞĂƚĞ�Ă��ůŝŶŝĐĂů�^ƚƵĚǇ�
ZĞƉŽƌƚ�ĂŶĚ�ĂĚĚƌĞƐƐ�ĂŶǇ�ĐŽŶĐĞƌŶƐ�ƚŚĂƚ�ƚŚĞ�h^�&ŽŽĚ�Θ�
�ƌƵŐ��ĚŵŝŶŝƐƚƌĂƟŽŶ�ŵŝŐŚƚ�ŚĂǀĞ�ǁŚĞŶ�ĞǀĂůƵĂƟŶŐ�ƚŚĞ�
/ŶǀĞƐƟŐĂƟŽŶĂů�EĞǁ��ƌƵŐ�ƚŚĂƚ�ƚŚĞǇ�ǁĞƌĞ�ĚĞǀĞůŽƉŝŶŐ͘

dŚĞ�ƉŚĂƌŵĂĐĞƵƟĐĂů�ĨƵŶĚŝŶŐ�ĂŐĞŶĐǇ�ƌĞƐƉŽŶĚĞĚ�ďǇ�
ƌĞŵŽǀŝŶŐ�ƚŚĞ��ZK�ĨƌŽŵ�ƚŚĞŝƌ�ĐŽŶƚƌĂĐƚŽƌ�ůŝƐƚ�ĂŶĚ�ĮůŝŶŐ�Ă�
ůĂǁƐƵŝƚ�ĂŐĂŝŶƐƚ�Dƌ͘ ��ŽĞ�ĂŶĚ�ŚŝƐ�ĐŽŵƉĂŶǇ͘�Dƌ͘ ��ŽĞ�ǁĂƐ�
ƉƌŽŵƉƚůǇ�ĮƌĞĚ͘

The Solution: iRODS, the integrated Rule-Oriented 
Data System

KƵƌ�ƉƌŽƚĂŐŽŶŝƐƚ Ɛ͛�ƐƚŽƌǇ�ĐŽƵůĚ�ŚĂǀĞ�ŚĂĚ�Ă�ǀĞƌǇ�
ĚŝīĞƌĞŶƚ�ŽƵƚĐŽŵĞ�ŚĂĚ�ŚĞ�ĂĚŽƉƚĞĚ�ƚŚĞ�ŽƉĞŶ�
ƐŽƵƌĐĞ�ŝZK�^�ĨŽƌ�ŚŝƐ�ĚĂƚĂ�ŵĂŶĂŐĞŵĞŶƚ�ŶĞĞĚƐ͘

ŝZK�^�ǁĂƐ�ĂƌĐŚŝƚĞĐƚĞĚ�ďǇ�ƚŚĞ��ĂƚĂ�/ŶƚĞŶƐŝǀĞ�
�ǇďĞƌ��ŶǀŝƌŽŶŵĞŶƚƐ��ĞŶƚĞƌ�ŝŶ�ĐŽůůĂďŽƌĂƟŽŶ�
ǁŝƚŚ�Z�E�/͕�ĂŶĚ�ǁŝƚŚ�ĐŽŶƚƌŝďƵƟŽŶƐ�ĨƌŽŵ�ŵƵůͲ
ƟƉůĞ�ŐƌŽƵƉƐ�ƚŚƌŽƵŐŚŽƵƚ�ƚŚĞ�ǁŽƌůĚ͕�ĂƐ�Ă�ĐŽŵͲ
ƉƌĞŚĞŶƐŝǀĞ�ƐŽůƵƟŽŶ�ƚŽ�ƚŚĞ�ĐŽŵƉůĞǆ�ĐŚĂůůĞŶŐĞƐ�
ŝŶǀŽůǀĞĚ�ŝŶ�ŵĂŶĂŐŝŶŐ�ĚĂƚĂ�ĂĐƌŽƐƐ�ŵƵůƟƉůĞ͕�
ŐĞŽŐƌĂƉŚŝĐĂůůǇ�ƐĞƉĂƌĂƚĞĚ�ƵƐĞƌƐ͘�ŝZK�^�ŝƐ�Ă�ĮůĞ�
ƐǇƐƚĞŵ�ƚŚĂƚ�ĨƵŶĐƟŽŶƐ�ĂƐ�ŵŝĚĚůĞǁĂƌĞ�ŝŶ�ƚŚĞ�
ƐĞŶƐĞ�ƚŚĂƚ�ŝƚ�ŝƐ�ƌƵŶƐ�ŽŶ�ƚŽƉ�ŽĨ�ŽƚŚĞƌ�ƐŽŌǁĂƌĞ�
ƉƌŽŐƌĂŵƐ�ĂŶĚ�ŽƉĞƌĂƟŶŐ�ƐǇƐƚĞŵƐ�ĂŶĚ�ĐĂŶ�ďĞ�
ĐĂůůĞĚ�ďǇ�ŚŝŐŚĞƌͲůĞǀĞů�ƐŽŌǁĂƌĞ͘�ŝZK�^�ŚĂƐ�ƐĞǀͲ
ĞƌĂů�ŬĞǇ�ĐŽŵƉŽŶĞŶƚƐ�;ƐĞĞ�&ŝŐƵƌĞ�ϭͿ͗�ƚŚĞ�ŝZK�^�
ZĞƐŽƵƌĐĞ�^ĞƌǀĞƌ;ƐͿ͖�ŝZK�^�hƐĞƌ�/ŶƚĞƌĨĂĐĞ͖�

Figure 1.��Ŷ�ŽǀĞƌǀŝĞǁ�ŽĨ�ƐĞǀĞƌĂů�ŬĞǇ�ĐŽŵƉŽŶĞŶƚƐ�ŽĨ�
ŝZK�^͕�ŝŶĐůƵĚŝŶŐ͗�ƚŚĞ�ŝZK�^�ZĞƐŽƵƌĐĞ�^ĞƌǀĞƌ;ƐͿ͖�ŝZK�^�
hƐĞƌ�/ŶƚĞƌĨĂĐĞ͖�ŝZK�^�ZƵůĞ��ŶŐŝŶĞ͖�ŝZK�^�ZƵůĞƐ͖�ŝZK�^�
DŝĐƌŽƐĞƌǀŝĐĞƐ͖�ĂŶĚ�ŝZK�^�ŝ��d�DĞƚĂĚĂƚĂ��ĂƚĂůŽŐ͘���D^�
с��ĂƚĂ�ĂƐĞ�DĂŶĂŐĞŵĞŶƚ�^ǇƐƚĞŵ͘�EŽƚĞ�ƚŚĂƚ�ƚŚĞ�ŝZK�^�
ZĞƐŽƵƌĐĞ�^ĞƌǀĞƌ�ĐĂŶ�ĂĐĐĞƐƐ�ŶĞƚǁŽƌŬͲďĂƐĞĚ�ƐƚŽƌĂŐĞ�ƐǇƐͲ
ƚĞŵƐ�ƚŚƌŽƵŐŚ�ƉůƵŐŝŶƐ�ƐƵĐŚ�ĂƐ��ŵĂǌŽŶ Ɛ͛�^ϯ��W/͘

Implementation: iRODS 

iCAT contains: 
§  User domain 

related MD 
§  System related MD 

§  User namespace 
§  File namespace 
§  Storage namespace 
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Repository System: KIT Data Manager 
Data 

Data 
Organization 

Metadata 

Digital Data 
Object 

(Dataset) 

Administrative Metadata 

  
Curation MD  

Data Organization 
Metadata 

Content 
Metadata 

Sharing MD  
Policy MD  
… MD  

Base MD  
OID 

Repository 
Managed location/destination/directory/
bucket where digital data objects are 

•  Registered 
•  Permanently stored    
•  Made accessible and retrievable  
•  Curated  
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Policy Metadata 

… MD  
  Policy MD  

enable Integrity Policy 

enable Data access control 
enable Data backup 
enable Data format control 
enable Data retention 
enable Disposition  
+++  
+++ 

Periodic check Time_interval 
For digital object OID 
On user User_ID 

Set checksum 
File_ID1 
File_ID1_chksum 
… 

Study 
Collection of Investigations  

Investigation 
Collection of Digital Data Objects 

Digital Data Object 
Manageable Dataset  

OID 
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§  Policy information carried by metadata 
§  à Integration in the Data Fabric 

§  Templates provide crude structure of a vocabulary 
§  à Creation of a human+machine accessible vocabulary  
 
 
For information please contact  
§  Reagan Moore rwmoore@renci.org and  
§  Rainer Stotzka rainer.stotzka@kit.edu  

Conclusions 


